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Bro SSL Events - v2.0to 2.2
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Bro SSL Events - v2.3
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Bro SSL Events - v2.3
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Bro SSL Events - v2.4
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Bro SSL Events - v2.5
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Bro SSL Events - v2.5
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Bro SSL Events - master
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TLS 1.3

ts 1505018739.255782
id.resp_h 104.19.196.102

version TLSv13-draft18

cipher TLS_AES_128_GCM_SHA256
curve X25519

server_nhame tlIs13.cloudflare.com
established T

cert chain fuids -
client cert chain fuids -
subject -

iIssuer -


http://tls13.cloudflare.com

HTTPS g
Server

OCSP
Server

More handshake
messages

Measuring the Latency and Pervasiveness of TLS Certificate Revocation
L. Zhu, J. Amann, J. Heidemann, PAM 2016



@load files/x509/log-ocsp

ts 1438374033.033189

id FViy9Qv3KTnCvbgOXt2

hashAlgorithm sha

issuerNameHash 7424146/7069FFSEOQ983F5ESETAGBAOGCS2A541575
issuerKeyHash 0159ABE7DD3A0B59A66463D6CF200757D591E76A
serialNumber 017447CB30072EE15B9C1B057B731C5A
certStatus revoked

revoketime 1421494379.000000

revokereason keyCompromise

thisUpdate 1436321024.000000

nextUpdate 1443459307.000000
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TLS Versions
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B https://pagead2.googlesyndication.com SCT Symantec log (TLS extension, Verified)
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@load protocols/ssl/validate-sct.bro

ts 1484228945.191472

id.resp_h 97.107.139.108

version TLSv12

cipher TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
curve secpl256or

server_name ritter.vg

subject CN=ritter.vg,OU=PositiveSSL,OU=Domain...
issuer CN=COMODO RSA Domain Validation Secure...
validation_status oK

valid_ct_logs 3

valid_ct_operators 1



| og Operators

Symantec log (81.26%) Symantec log (62.78%)
Google ’Pilot’ log (79.9%) Google 'Rocketeer’ log (58.6%)
Google 'Rocketeer’ log (31.72%) Google ’Pilot’ log (58.48%)
DigiCert Log Server (26.96%) Google ’Icarus’ log (14.37%)
Google ’Aviator’ log (25.67%) Google 'Aviator’ log (9.39%)
Google ‘Skydiver’ log (8.32%) Vena log (7.47%)

Symantec VEGA log (3.98%) WoSign ctlog (4.64%)
StartCom CT log (1.49%) DigiCert Log Server (4.07%)
WoSign ctlog (0.67%) Google ‘Skydiver’ log (1.7%)

Mission Accomplished? HTTPS Security after DigiNotar
J. Amann, O. Gasser, Q. Scheitle, L. Brent, G. Carle, R. Holz, IMC 2017



| og Operators

2 ® Privacy error X 8

& C' A Not Secure | https://transponder.amazon.com % ¢ o

Your connection is not private

Attackers might be trying to steal your information from transponder.amazon.com
(for example, passwords, messages, or credit cards). Learn more
NET::ERR_CERTIFICATE_TRANSPARENCY_REQUIRED

E Automatically send some system information and page content to Google to help detect

dangerous apps and sites. Privacy policy

ADVANCED Back to safety

Mission Accomplished? HTTPS Security after DigiNotar
J. Amann, O. Gasser, Q. Scheitle, L. Brent, G. Carle, R. Holz, IMC 2017



Time
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ICer‘tiﬁcate:
Data:
Version: 3 (@x2)
Serial Number:
36:9a:¢c7:3d:67:06:3a:a2:75:83:0d:fc:66:84:1c:le
Sighature Algorithm: shaZ56WithRSAEncryption
Issuer: C=US, O=Symantec Corporation, OU=Symantec Trust Network, CN=Symantec Class 3 Secure Server CA - G4
Validity
Not Before: May 30 00:00:00 201c GMT
Not After : May 30 00:00:00 2018 GMT
Subject: C=US, ST=Washington, L=Seattle, O=Amazon.com, Inc., CN=*.cloudfront.net

X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:cloudfront.net, DNS:*.cloudfront.net
X509v3 Basic Constraints:
CA:FALSE
Authority Information Access:
OCSP - URI:http://ss.symcd.com
CA Issuers - URI:http://ss.symcb.com/ss.crt

CT Precertificate SCTs:
. .Random string goes here

Mission Accomplished? HTTPS Security after DigiNotar
J. Amann, O. Gasser, Q. Scheitle, L. Brent, G. Carle, R. Holz, IMC 2017




hl=2 l= 3 prim: OBJECT : X509v3 CRL Distribution Points
hl=2 1= 36 prim: OCTET STRING [HEX DUMP] :30223020A01EAQ1C861A6874747/03A2F2F73732E73796D63622E636F6D2F73732E63726C
hl=2 1= 87 cons: SEQUENCE

98 hl=2 1= 8 prim: OBJECT :Authority Information Access

08 hl=2 1= 75 prim: OCTET STRING [HEX DUMP] :3049301F26082B06@1052507300180613687474703A2F2F73732E73796D63642E636F6D3026¢

D63622E630F0D2F 73 732E637274
985:d=4 hl=2 1= 39 cons: SEQUENCE
987:d=5 hl=2 1= 10 prim: OBJECT :CT Precertificate SCTs
999:d=5 hl=2 1= 25 prim: OCTET STRING [HEX DUMP]:0C1752616E646F6D2073747269cE6720676F05 732068657265

Mission Accomplished? HTTPS Security after DigiNotar
J. Amann, O. Gasser, Q. Scheitle, L. Brent, G. Carle, R. Holz, IMC 2017



hl=2 l= 3 prim: OBJECT : X509v3 CRL Distribution Points
hl=2 1= 36 prim: OCTET STRING [HEX DUMP] :30223020A01EAQ1C861A6874747/03A2F2F73732E73796D63622E636F6D2F73732E63726C
hl=2 1= 87 cons: SEQUENCE
98 hl=2 1= 8 prim: OBJECT :Authority Information Access
08 hl=2 1= 75 prim: OCTET STRING [HEX DUMP] :3049301F26082B06@1052507300180613687474703A2F2F73732E73796D63642E636F6D3026¢
D63622E630F0D2F 73 732E637274

985:d=4 hl=2 1= 39 cons: SEQUENCE

987:d=5 hl=2 1= 10 prim: OBJECT :CT Precertificate SCTs

999:d=5 hl=2 1= 25 prim: OCTET STRING [HEX DUMP]:0C1752616E646F6D20737472690E67206760F65 732068657265

$ openssl asnlparse -in invalidsct.crt -inform der -strparse 999
Q:d=0 hl=2 1= 23 prim: UTFESTRING :Random string goes here
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Normal SCT

CT Precertificate SCTs:
S1ghed Certificate Timestamp:

Version : v1(@)

Log 1D : DD:EB:1D:2B:7A:0D:4F:A6:20:8B:
2E:8E:9D:01:D5:5C:88:8D:3D:11:

Timestamp : Aug 17 17:25:11.747 2016 GMT

Extensions: none

Sighature : ecdsa-with-SHAZ56
30:46:02:21:00:B9:6C:2B:9A:
E6:09:5E:C0:51:47:24:D5:DE:
FD:oB:A4:A6:31:02:21:00:ED:
DD:DD:06:B4:80:D6:42:FC:F4:
OF:41:01:91:BB:B1:73:86

Sighed Certificate Timestamp:

Version : v1(0)

Log ID . A4:B9:09:90:B4:18:58:14:87:BB:
3C:35:98:04:F9:1B:DF:B&:E3:/7:

Timestamp : Aug 17 17:25:11.81@0 2016 GMT

Extensions: none

Signature : ecdsa-with-SHAZ56
30:45:02:21:900:C4:.A9:7D:4B:93:C1:57:BB:AF:39:01:
DO:5B:CB:01:35:44:97:7A:9B:E9Q:FD:AZ2:F7:15:CA:F2:
16:4B:88:5E:AC:02:20:10:9D:1E:54:8D:3A:C1:20:65:
A9:25:BE:8F:00:8E:26:26:2D:D8:E/7:BA:AE:48:84:19:
35:86:0D:B&8:EC:B3:D4
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ICer‘tiﬁcate:
Data:
Version: 3 (@x2)
Serial Number:
36:9a:¢c7:3d:67:06:3a:a2:75:83:0d:fc:66:84:1c:le
Sighature Algorithm: shaZ56WithRSAEncryption
Issuer: C=US, O=Symantec Corporation, OU=Symantec Trust Network, CN=Symantec Class 3 Secure Server CA - G4
Validity
Not Before: May 30 00:00:00 201c GMT
Not After : May 30 00:00:00 2018 GMT
Subject: C=US, ST=Washington, L=Seattle, O=Amazon.com, Inc., CN=*.cloudfront.net

X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:cloudfront.net, DNS:*.cloudfront.net
X509v3 Basic Constraints:
CA:FALSE
Authority Information Access:
OCSP - URI:http://ss.symcd.com
CA Issuers - URI:http://ss.symcb.com/ss.crt

CT Precertificate SCTs:
. .Random string goes here
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TLS Version Evolution

a: SSLv3

Version

b: TLSv10
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TLS Version Evolution
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ALPN
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