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Part I:

Origin & Technical Evolution 
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Most popular protocols 
grew 50-70%/year; 
Some of this fueled by 
abuse 
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HTTP grew 300x / year! 







Original Architecture 

• Taps network link passively, sends up a 
copy of all network traffic. Network 



Original Architecture 

• Kernel filters down high-volume stream 
via standard libpcap packet capture 
library. 
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Original Architecture 

• “Event engine” decodes protocols, 
distills filtered stream into high-level, 
policy-neutral events reflecting underlying 
network activity 

–  E.g., connection_attempt, http_reply, 
teredo_authentication 

–  These span a range of semantic levels 
–  Currently 400+ different types 
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Original Architecture 
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… and takes action:  
Records to disk - extensive logs 
Generates real-time alerts 
Executes programs as a form of 

response 

• Script written in Domain Specific 
Language processes event stream, 
incorporates: 

–  Context/state from past events 
–  Additional input sources 
–  Site’s particular policies 

Real-time Action!
Log Archive"



Architecture As It Has Evolved 
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Scalable high performance 
via Bro Cluster 
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No filtering by default; 
analyze off-port traffic using 
Dynamic Protocol Detection 
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Analysis of events from other 
sources; parsing of non-
network formats (items/files) 
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}��� {���Extensive library functionality, 
input/logging/output & analysis 
frameworks 
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Key enabler: donation of DEC Alphas (kudos Jeff Mogul) 



Key enabler: donation of DEC Alphas (kudos Jeff Mogul) 
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The Worm Era 
Begins 

1999: LBL enables 
Bro to automatically 
block scanners The peak of 

“autorooters” 

Cybercrime starts 
to take off 



Services Scanned Over Time 

2007 
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100+ more at https://www.bro.org/research/index.html 





1993 



2002: &attributes – state management, 
persistence, defaults, file rotation, logging 

2002: IPv6 (due to ESnet need) 

2002/2004: ALERT’s / NOTICE’s  

2003: modules 

2005: BinPAC – DSL for protocol analyzers 

2006: “when” statement 

2009: BroControl 

2012: “hook” construct 

2002: Signature engine 







Part II:

Project Evolution 
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Packet traces I’m gathering for 
research become of interest for 
operational security analysis 
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Utility of on-going/real-time 
monitoring at LBL leads to designing 
& developing Bro; enabled by 
hardware grant from DEC 
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Summer-long tracking of spoofing/
NFS “cracker” provides our first large-
scale incident since Cuckoo’s Egg  



●●●●
●●
●●
●●●●

●●●
●●●

●●
●●
●●
●●
●●
●
●
●●
●●
●●
●
●
●●
●●
●●
●●
●●
●
●●
●●
●●
●●
●●
●●
●●
●●
●●
●●
●●
●●

1994 1996 1998 2000 2002

0
50
00

10
00
0

15
00
0

Interest in Bro

Year

D
ow

nl
oa
ds

● Papers
Distros

First Bro semi-public release; 
Paper appears in USENIX Security; 
“cat ~/.bash_history  
  >documentation.txt” 
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First Bro user manual 
 sort of 
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First release 
of Snort 
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Snort paper appears 
in USENIX Lisa 
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Sourcefire founded – 
commercial support for Snort 
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Just 3 years! 
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Robin Sommer begins 
working on Bro as a 
student 
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Robin Sommer begins 
working on Bro as a 
student; interns at ICSI 
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Bro tutorials at CCS 
& Supercomputing 
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First Bro announcement 
on public mailing lists 
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3-year grant begins for Bro work via NSF 
Strategic Technologies for the Internet 
program 
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3-year grant begins for Bro work via NSF 
Strategic Technologies for the Internet 
program; 
it includes “nucleate a Bro development 
community”, but as ≈ 10% of overall effort, 
insufficiently funded; 
But does yield a steady stream of papers 
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DOE funds “Bro Lite”: documentation, Web presence, bug-tracking, 
tutorials, beginner emphasis on signature engine, GUIs for 
configuration & log navigation, Web presence, FAQs, stable source 
trees, framework for fast dissemination of script/signature updates 
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DOE regime change cancels Bro Lite 
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Driven by LBNL operational need, 
work begins on “Bro Cluster”; 
Puts Bro ahead in the “scaling game”; 
Leads to development of “Bro Control”  
    (operator-oriented); 
Hard to sell as research L 
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Seth Hall comes on our radar – 
 an operator who Gets It! 
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We pitch a large-scale continuation 
of the Bro project to NSF 
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Sourcefire IPOs 
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DHS goes with Suricata 
rather than Bro 
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NSF SDCI program comes on our radar; 
We discover NCSA is thinking similarly for 
Blue Waters supercomputer facility and 
decide to partner for 3-year proposal 
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NSF SDCI program comes on our radar; 
We discover NCSA is thinking similarly for 
Blue Waters supercomputer facility and 
decide to partner for 3-year proposal; 
Major Luck #1: Seth is available to hire! 
Major Luck #2: new collaboration gels 
  highly effectively! 



NSF works with us to 
foster continuation of Bro 
project & community 
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Looking Forward 

•  Visibility: Deep Bro 
– Extensive interior site deployment 
– Enterprise protocols; distributed coordination 

•  Performance: HILTI + Spicy 
– Compiled multithreaded/multicore Bro 

•  Archive: VAST (Visibility Across Space and Time) 
– Very high-performance event/logging archive 
– To support interactive forensic analysis … 
– … and capture of IOCs 

•  Longevity & Support: Bro Foundation 
– Via Software Freedom Conservancy 


